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Abstract—The Texas Instruments digital signature transpon-
der DST80 is an 80-bit cryptographic immobilizer tag widely
adopted among car manufacturers such as Tesla, Ford, Toy-
ota or Hyundai. While the predecessor algorithm DST40 was
reverse engineered, published and shown to be prone to brute-
force key search attacks by John Hopkins University and RSA
Laboratories researchers in 2005, the newer and stronger DST80
algorithm variant is still non-public and thus not available for
cryptographic scrutiny. In this paper, we present the computer
aided IC reverse engineering methodology we applied to reverse
engineer the DST80 immobilizer tag. Starting out with several
TMS37145 tags, we performed a wet chemical decapsulation
procedure. We subsequently deprocessed several dies with a
combination of wet-chemical etching, plasma etching and laser
guided CMP polishing. For imaging, we used a modified SEM and
a custom software tool that can automatically take a high number
of image tiles for each exposed IC layer. The stage positions are
stored and subsequently used in a custom image stitching tool.
For netlist and ROM extraction, we developed software tools that
work within defined regions of interest (ROI). Our tools utilize
electrical rule checks (ERCs) and design rule checks (DRCs) to
avoid detection errors. The netlist is stored both as VHDL source
code as well as in the form of a graph. For low level netlist reverse
engineering, we utilized graph analysis as well as graphical and
VHDL based netlist simulation approaches. Instead of a fully
automated approach, our tool based methodology focuses on a
computer aided approach supporting the user to address project
specific IC reverse engineering questions.
Index Terms—IC Reverse Engineering, DST-80, Netlist Extrac-
tion, Netlist Reverse Engineering, IC Deprocessing

I. INTRODUCTION

To avoid theft, many of today’s vehicles are equipped with
immobilizer devices. In the common scenario, the ignition
lock includes a tag reader with a large coil, while the key fob
includes a passive cryptographic transponder tag. In general,
the vehicle and the immobilizer tag share a common secret
key. When the vehicle is started, the corresponding electronic
control unit (ECU) chooses a typically random cryptographic
challenge and sends it to the tag. At that point, both the vehicle
and the tag compute the cryptographic response on the basis
of their shared key material. After computation, the tag sends
back the response so that the vehicle can compare it with its

own computation result. If the received response matches, the
ECU assumes that the immobilizer tag within the ignition key
is indeed in possession of the shared secret and the vehicle can
be started. In the past, many of the employed cryptographic
schemes were proprietary and have been shown to be insecure.
For instance in 2005, Bono et al. showed how they reverse
engineered and subsequently broke Texas Instrument’s DST40
algorithm [1]. In 2012, Verdult et al. performed a similar attack
on Hitag2 devices [2]. A few years later in 2015, Verdult
et al. presented significant vulnerabilities within the 96-bit
Megamos authentication protocol [3]. While many proprietary
cryptographic schemes are constantly being replaced with
open and well scrutinized algorithms such as AES, the security
of proprietary (and thus unknown) schemes can often only
be assessed if they are reversed engineered from software
or hardware devices in the first place. Especially if they are
only implemented in custom Application Specific Integrated
Circuits (ASIC), the reverse engineering process is highly
challenging. In this paper, we chose the Texas Instruments
DST80 immobilizer as the target for our analysis. The DST80
is the successor of the previously broken DST40 algorithm,
the scheme is proprietary (i.e. publicly still unknown) and,
to the best of our knowledge, its implementation is only
available in silicon such as in TI’s TMS37145 ASIC [4].
While our reverse engineered DST80 scheme still needs to
be practically verified before it can be published to enable
cryptographic scrutiny, in this paper we present our computer
aided IC reverse engineering methodology that was applied
during analysis. Specifically, the contributions of this paper
are:

• We present our decapsulation and deprocessing method-
ology including wet-chemical and plasma etching as well
as laser guided CMP polishing.

• We describe our automated microscopic imaging setup
for optical and Scanning Electron Microscopy (SEM).

• We illustrate our computer aided reverse engineering tool
approach including imaging, stitching, netlist and ROM
extraction as well as low-level netlist reverse engineering.



Fig. 1. TMS37145 Immobilizer Tag (left), PCB Front Side (center) and PCB Back Side (right).

II. RELATED WORK

In 2005, Bono et al. [1] were able to reverse engineer
the DST40 algorithm from a rough schematic provided in
a company presentation and educated black-box guesses.
Verdult et al. [2] based their Hitag2 security analysis on
a PCF7936/46/47/52 stream cipher reference implementation
from an anonymous author. In their subsequent work on the
Megamos algorithm, Verdult et al. [3] were able to reverse
engineer the algorithm from the unprotected software im-
plementation on a NEC uPD78P083 based car ECU. While
all of this related work on immobilizer weaknesses relied
on reverse engineering approaches, none actually utilized IC
reverse engineering. In contrast, Nohl et al. [5] used IC reverse
engineering techniques to obtain the Mifare Crypto-1 cipher.
Similarly in [6], Nohl et al. employed IC reverse engineering
in combination with information from a patent to obtain the
DECT Standard Cipher (DSC). In both papers, the feature
sizes of the deprocessed ICs were still large enough so that
polishing could be used as the only deprocessing method and
optical microscopic imaging was sufficient.

III. DECAPSULATION

We started our analysis by obtaining several TMS37145 im-
mobilizer tags from an online store. We carefully thinned the
thick epoxy package on both sides with a Dremel tool. On
a hotplate, we then applied a mixture of fuming nitric and
concentrated sulphuric acid followed by a rinse in acetone.
We visually monitored the progress and repeated the process
to remove the remainder of the package down to the contained
PCB. Fig. 1 shows the original immobilizer tag (left) as well
as the front side (center) and the back side of the PCB (right).
As visible, the PCB contains a ferrite-coil, two capacitors and
the TMS37145 die that is directly bonded to the PCB. Using
optical microscopy, we subsequently analyzed the PCB and
the bond wires so that the PCB schematic and the relevant
bond pads on the die could be identified. In general, we
have two processes for decapsulation: (i) bulk decapsulation
and (ii) live preparation. With bulk decapsulation, the goal
is to obtain the silicon die without the necessity to preserve
the package or the bond wires. We typically conduct bulk
decapsulations by placing the ICs into a beaker with heated
acid. We commonly use sulphuric acid heated to roughly
160°C. However, depending on the package material, also
lower temperatures and the use of fuming nitric acid or a
mixture of both acids has led to good results. For cleaning, we

initially rinse the dies with acetone. Afterwards, we perform
several ultrasonic cleaning steps during which the dies are
placed into Epi tubes with either acetone or isopropyl alcohol.
In contrast with live decapsulation, both the package as well
as the bond wires should stay intact so that the IC is still
functional and usable within its original package. For live
preparation, we typically use a Dremel tool to mill a small
cavity into the IC package. The chip is then placed onto a
heated (70°C-100°C) borosilicate glass plate and small drops
of fuming nitric acid are applied with a pasteur pipette. Once
etching has stopped, we carefully perform a rinse with an
acetone spray bottle. The process is repeated until the die
is sufficiently exposed. To preserve the copper bond wires,
a small part of concentrated sulphuric acid can be added.
Figure 2 shows the TMS37145 die that has been decapsulated
using bulk decapsulation. The bond wires have been removed
using gel-based wet-chemical etching that is described in the
next section.

Fig. 2. Optical TMS37145 Die Image Stitched from Several Image Tiles.

IV. DEPROCESSING

Depending on the material that should be removed, we utilize
a combination of three different etching techniques: (i) wet-



chemical etching, (ii) plasma etching and (iii) laser guided
CMP polishing. Our experiments with many different ICs,
process technologies as well as feature and die sizes have
shown that in fact none of those techniques area ideal. Instead,
each of the techniques have distinct advantages and disad-
vantages. Depending on the specific die types, the challenge
is to find a good combination of the techniques so that the
advantages of one technique outweigh the disadvantages of
another technique [7].
Wet-etching has the advantage of a high material selectivity.
For instance by using Energy-Dispersive X-ray spectroscopy
(EDX), the materials on an IC layer can be determined and
wet-etchants can be selected in a way that only a specific
material is removed while the remaining materials are left
unaffected. However, with some exceptions such as KOH
silicon etches, wet-chemical etching is typically isotropic. In
addition, it is not uncommon that wet-chemical etchants reach
deeper layers through tiny holes or vias (such as in copper
processes). To avoid these scenarios, we make use of gel-based
etchants. The general idea is to utilize a polyether compound
such as polyethylene glycol (PEG) that is chemically inert
with regard to the etchant. By mixing the etchant with the
compound, the viscosity can be controlled. The goal is that
the viscosity is high enough so that tiny holes are not filled
with the etchant while it still needs to be low enough to etch
smaller structures. For instance, to remove the gold bond wires
from the TMS37145, we utilized a weak gel-based mixture of
aqua regia (i.e. nitric acid and hydrochloric acid).
Plasma etching can considered as a combination of physical
sputtering and isotropic dry chemical etching. In general, the
lower the vacuum pressure, the more anisotropic the etch
will become. Depending on the utilized process gases, a
high material selectivity and uniform material removal rates
are possible. However, there are also disadvantages. During
reactive ion etching (RIE), the unwanted formation of grass
like structures (RIE grass) is common if the process parameters
are not optimal. For instance during the removal of silicon
oxide and nitride, metal particles may sputter and form a mask
on the surface. Due to the mask, the material below the metal
particles will not be removed. In addition, plasma etching of
metals typically requires toxic as well as corrosive chlorine
or bromine based process gases that also affect the process
chamber. As a result, we only use plasma etching for oxygen

Fig. 3. Plasma Etcher with MFC Controlled Gas Flows.

Fig. 4. Ultrapol Advance Machine with Ultracollimator Laser Module.

cleaning as well as for the removal of silicon oxide and nitride.
During the deprocessing of the TMS37145, we utilized oxygen
and tetrafluoromethane (CF4) as process gases. However,
tetrafluoromethane has a low SiO2/Si selectivity, meaning that
(poly-)silicon is removed equally fast as silicon oxide. By
increasing the fluorine to carbon ratio (e.g. by using CHF3
with a F/C ratio of 10:1), silicon oxide would be removed 10
times faster than (poly-)silicon. To precisely control the gas
flows and the resulting gas mixtures, we employ digital Mass
Flow Controllers (MFC) that can be operated with a custom
Raspberry Pi based touchscreen solution.

For laser guided CMP polishing, we utilize an Ultrapol
Advance polishing machine with the Ultracollimator laser
module add-on (Fig. 4). Depending on the disc type, samples
can either be polished with a hard disc or lapped with a
soft disc and a slurry. While in general polishing has the
advantage that it is far less material specific and planar
polishing results can be achieved, there are also significant
disadvantages that are challenging during deprocessing. An
obvious disadvantage is that the sample needs to be parallel
with respect to the polishing/lapping disc so that an IC layer
can be removed evenly. For adjustment purposes we thus use
the Ultracollimator module and the manufacturer’s SEM stub
holders (Fig. 5). The general idea is that the stub holder has
a little hole at its center. Before mounting the die on the
sample holder, we hand polish it with a polishing paste so
that the backside of the decapsulated die becomes reflective.
Once mounted to the machine, the Ultracollimator module
uses a laser beam that is reflected off the die’s backside. The
reflection of the laser beam is visible on the Ultracollimator
screen. This way, it is far easier to adjust the polishing fixture
so that the die is in fact parallel to the polishing/lapping disc.



Fig. 5. SEM Stub Holder in our Scanning electron Microscope (SEM).

Other disadvantages are edge rounding and the formation of
cavities due to different material densities. During TMS37145
deprocessing, we used sacrificial dies placed around the die in
the center to avoid edge rounding. The formation of cavities
can be mitigated by adjusting the pressure and the rotation
speed.
To monitor the deprocessing progress, we use a motorized
custom optical microscope based on the Technical Instrument
K2 IND confocal attachment. This way, both conventional as
well as white light confocal imaging is possible. We integrated
the microscope setup into the open-source micro-manager soft-
ware1 so that a high number of image tiles for subsequent im-
age stitching can be acquired automatically. With the exception
of the top metal layer, our general TMS37145 deprocessing
goal was to expose and thin the Inter-Layer Dielectric (ILD)
layers. This way, both the vias in the ILD layer as well as
the metal or polysilicon traces and structures below, become
visible during imaging in the Scanning Electron Microscope
(SEM).

V. IMAGING AND IMAGE STITCHING

For SEM imaging we rely on the Backscattered Electron
Detector (BSE). In comparison to SE detectors, it provides
good material contrast and deprocessing artifacts such as tiny
scratches from CMP polishing are less visible. Similar to
our optical microscopy setup, we implemented our SEM into
the open-source micro-manager software. The SEM appears
to the software as camera while the stage can be controlled
via the included micro-manager mechanisms. This way, we
can automatically acquire a high number of image tiles for
subsequent stitching. For each image, we record the tile
coordinates and the reported stage position. While the stage
position is only an approximate due to mechanical tolerances,
we use it within our stitching tool.
Similar to the widespread Fiji tool [8], our microscopic image
stitching approach is based on correlation rather than on
feature detection and matching. Overall, our custom stitching
tool comprises of 4 steps where the last step is optional. In
the first step, we use cross-correlation to determine potentially
well fitting image positions. The results are used to collect
statistical position deviation information. In the second step,
we iteratively add well fitting image tiles where the quality of

1https://micro-manager.org

Fig. 6. Example of the Stitched TMS37145 M1 Layer.

the fit is determined through the combination of the Gaussian
bell curve position probability distributions of the (i) infor-
mation obtained in the first step and (ii) the cross-correlation
results of the already added neighbor images. In the third step,
we remove statistical outliers that still do not fit within the
overall image. The position of those is then re-computed as
described in the previous step. In the optional fourth step, we
utilize a GUI user interaction where non fitting image tiles
can be manually positioned. The tiles automatically snap to
cross-correlation maxima that are computed in the background.
Once these tiles have been manually positioned, our stitching
approach is re-run from step two. In comparison to classical
feature based stitching, the advantage of our approach is
a significant tolerance to noise and repeating patterns. An
example of the result is visible in Fig. 6. While the image
has been cropped due to its size, the visible region has been
stitched from several images. In the image, both the up facing
vias as well as the M1 metalization below can be clearly seen.

VI. STANDARD CELL RECOGNITION

Currently, our standard cell recognition is based on an initial
manual step. Overall, the TMS37145 standard cell library
comprises of 114 standard cells. Many of those standard
cells have the same function and the differences are rather
in physical parameters such as drive strengths. We analyzed
each of those standard cells to determine their inputs, their
outputs and their respective logic functions. For each of the
standard cells, we described the cell in VHDL source code.
The result is the reverse engineered standard cell library and
its corresponding VHDL implementation. For each standard
cell image, we also created a mask that defines the relevant
gate region. For instance, the power rails are not in this mask
so that they are ignored during subsequent netlist extraction.
In addition, we defined the input and output connections.
Our library was subsequently used during netlist extraction to
automatically detect gates and to generate the VHDL source
code of the regions of interest on the TMS37145 die.

VII. NETLIST AND ROM EXTRACTION

In the first step of our netlist extraction approach, we aligned
the stitched IC layers so that they fit to a defined equally distant

https://micro-manager.org


Fig. 7. Example of a Traced IC Layer.

design grid size and to each other. In general, the process
involves a transform matrix based transformation during which
the IC layer images are also scaled to fit the design grid.
This way, two essential goals are achieved: (i) the vias and
the signal traces fit to the design grid and (ii) the IC layer
images fit to each other so that up facing vias from a lower
layer match with the traces on the layer above. In the second
step, we use an automated approach to detect both the vias
as well as the traces. The aligned layer images are blurred to
reduce the effect of possible imaging artifacts. For each point
in the grid, we perform a pattern matching approach on the
basis of reference vias and traces. Besides straight traces, these
also include traces with corners or T junctions. Our reference
patterns thus indirectly define the design rules that have been
utilized during the manufacturing process. While the position
is fixed through the design grid, we use a sum of absolute
differences based metric to determine how well a pattern fits to
the corresponding position in the design grid. If the difference
is too high, no match has been achieved. If the difference is
below a provided threshold, we assume a match and continue
with the next grid coordinate. If the computed difference
is low but still above the provided threshold, we assume a
Design Rule Check (DRC) violation and visually mark the
position in the IC layer image. In the following, marked DRC
conflicts can be manually resolved by the user. The result of
a traced IC layer is visible in Fig. 7. In the third step, we
perform an automated gate recognition approach on the basis
of our standard cell library and cross correlation based pattern
matching. Similarly to the previous step, we mark regions that
could not be matched in the IC layer image so that they can
be manually resolved by the user. In addition, our detection
approaches employ masks so that only relevant regions are
considered. During gate detection, the power rails are thus
ignored and possible vias and traces outside a gate region can
be detected as well. In the last step, we create the netlist and
perform Electrical Rule Checks (ERCs). For instance, each
signal must be driven by a single gate or external output,
there has to be at least one gate or external input and there

Fig. 8. TMS37145 Tracing Result (cropped).

must be no direct connections between the power rails (i.e.
shortcuts). Once again, violations are visually marked in the
IC layer images. The netlist is stored as VHDL source code
as well as in the form of a weighted graph. In the graph,
the gates are the nodes and the signals are the edges. The
weight of an edge between two nodes (i.e. gates) is determined
through the cumulative length of the trace across all layers.
The traced netlist for the TMS37145 is visible in Fig. 8.
The TMS37145 ROM memory is a via based mask ROM.
For ROM extraction, we used our via tracing methodology
described above to determine whether a bit in the ROM is set
or not. Based on the ROM layout and its IO drivers, we were
able to extract the entire TMS37145 ROM.

VIII. NETLIST REVERSE ENGINEERING

Overall, the extracted low-level netlist of the main TMS37145
logic and CPU core comprises of 4,707 gates and more than
11,100 signals. From those signals, 124 are IO signals that
connect the main logic core to the remainder of the chip
implementations such as the ROM, the EEPROM, the clock
or other peripheral devices and external IOs. However, to
understand the implemented high-level functionality of the
chip and to answer specific reverse engineering questions such
as how the DST80 algorithm works, it is necessary to obtain
a high-level understanding of the netlist. For instance, the
obtained netlist comprises of a high number of Flip Flops
that are connected to the clock tree. For those, Flip Flops
that form a register need to be identified. Similarly for the
many signals, signals that form buses need to be identified
as well. The goal is thus to obtain high-level logic blocks
such as registers, counters, adders or crypto units within the
low-level netlist. Ultimately, synchronous logic comprises of
Register Transfer Logic (RTL) where with each clock signal,
the content of a register is latched to its output, the output is
processed by a combinatoric logic block and it finally reaches
the input of the next register. To enable computer aided netlist
reverse engineering, we used three different approaches: (i)
graph analysis, (ii) VHDL simulation and (iii) GUI based
simulation and netlist visualization.
For graph analysis, we used the weighted netlist graph gen-
erated during netlist extraction. The general idea is that gates



Fig. 9. Visual Simulation for a Single Clock Cycle.

interconnected with short traces (i.e., with low weight edges)
are more likely to form a functional unit while longer traces
are more likely to be bus and signal interconnects that connect
functional units with each other. By removing the clock tree,
tightly interconnected groups of gates can be identified and
subsequently be treated as functional unit blocks.
For VHDL simulation, we utilized common FPGA design
tools to generate and simulate testbenches on the basis of the
VHDL code generated during netlist extraction. This way, we
can use test data and simulate internal data processing over an
arbitrary number of clock cycles.
For GUI simulation and netlist visualization, we extended the
GateVision2 netlist debugging and visualization tool with a
custom plugin. Our plugin allows the user to choose signals
for visual analysis. The netlist can be clocked for a specified
number of times and the tool visually marks the progress of
the signals through the clocked registers and the combinational
logic blocks (Fig. 9). This way, data paths can be visually
identified to aid in the identification of high level logic
blocks. Once the high level functionality of a logic block
has been reverse engineered, our plugin allows to group gates
into logic blocks. Identical gate groups within the netlist are
automatically identified (Fig. 10).

IX. CONCLUSION, INTERMEDIARY RESULTS AND
FURTHER WORK

Within this paper, we presented our decapsulation, depro-
cessing and imaging methodology. In our process, our analy-
sis methodology including optical and SEM imaging, image
stitching, netlist and ROM extraction as well as netlist reverse
engineering all follow a computer aided approach support-
ing the user during IC reverse engineering. In our ongoing
TMS37145 analysis, we have identified a 15-bit proprietary
CPU core and the likely DST80 cryptographic algorithm
candidate. We have reverse engineered most of the CPU’s
instructions and implemented a disassembler. The DST80
candidate is implemented as CPU instruction. The algorithm
is based on a linear feedback shift register (LFSR) with a
structure similar to the DST40 described in [1]. In future
work, we plan to do a FIB edit so that we can extract the

2http://www.concept.de/GateVision.html

Fig. 10. High Level Block Identification with Gate Groups.

content of the EEPROM with micro probing. Once the data
has been extracted, we can conduct a full evaluation of our
DST80 candidate by comparing our computational results with
the results obtained from an TMS37145 evaluation kit. As
soon as the algorithm has been confirmed, we are looking
forward to publish it to enable scrutiny by the cryptographic
community. Besides, we plan to further extend and evaluate
our computer aided IC reverse engineering toolchain including
improved initial standard cell recognition and graph/boolean
algebra based logic unit detection so that logically equivalent
logic units can also be detected if they are based on varying
gate implementations.
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